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Why Do Software-Intensive System Projects Fail? 

Incomplete requirements 

Weak contracts & control 

Unachievable schedules, budgets 

Changing requirements 

Unsound architecture & coding 

Staff inexperience & turnover 

Truncated testing 

Unrealistic expectations 
Failure causes 

Mission & business analysis 

Acquisition management 

Project & risk management 

Baseline management 

Technical risk measurement 

Contractual personnel clauses 

Quality management 

Acceptance management 

Feasibility analysis 
Failure avoidance practices 
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MITRE Study of Federal Systems 

Too high quality -   5 

Quality is good - 17 

Needs minor improvement - 34 

Needs major improvement - 46 

Outside range -   6 

Software quality evaluation of 
108 Federal systems regarding 
factors affecting operational 
and cost risk 

Reliability 
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John Marien, MITRE, 2019 
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What Is CISQ ? 

CISQ 
Co-founders 

Dr. Paul 
Nielsen, CEO 

Dr. Richard 
Soley, CEO 

CISQ Sponsors 

CISQ Partners Develop specifications for automatable 
measures of software systems 

Gain approval as OMG standards 

Fast-track to ISO 
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CISQ Roadmap 
2010 2012 2014 2016 2018 2020 2022 

Size Automated 
Function 

Points 

Automated 
Enhancement 

Points 

Automated Source 
Code Quality Measures 

Reliability 
Security 

Performance 
Maintainability 

Automated Technical 
Debt Measure 

Quality 

Effort 

Process open Process Maturity Framework 

Risk & Cost Management 

Acquisition Management 

Due Diligence 

Certification 

Transformation to 
Agile & Automation 

Benchmarking 

Model-Based Software 
Engineering Measures 

ISO 25010 
CWE 

ISO 25023 
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CISQ and the NIST Cybersecurity Framework 

Empirical software security risk tolerance thresholds 

Contractual SLAs and audits for software security 

Evaluation of software assets for security weaknesses 

Periodic scans for software weaknesses 

Software security and weakness data are shared 

Security weaknesses are identified and mitigated 

Continual improvement of software security 

The CISQ Security measure (and others) can 
be used in numerous processes of the NIST 
Cybersecurity Framework.  Some examples: 

The CISQ structural quality measures play an 
important requirements and verification role for 
‘Build Security In’ approaches to cybersecurity 
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Trustworthy Systems Manifesto 
1.  Engineering discipline in product and process 

2.  Quality assurance to risk tolerance thresholds 

3.  Traceable properties of system components 

4.  Proactive defense of the system and its data 

5.  Resilient and safe operations 

www.it-cisq.org 
 

Free membership 

http://www.it-cisq.org/
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Summary 

• CISQ measures provide industry standard quantification  
of software reliability, security, and cost risk 

• CISQ measures are designed for automation and are 
supported by an ecosystem of vendors  

• CISQ measures integrate seamlessly with modern agile 
processes, ISO standards, and NIST frameworks 

• CISQ measures are already mandated in some government 
and industry acquisitions and can be written into policy 
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