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Introducing CISQ & Standards for Software Quality 

CISQ is an IT leadership group that develops international OMG® 

standards for automating the measurement of software from the 

source code -   

the size of a code base its structural quality & technical debt  

for measuring development productivity security, reliability, performance efficiency, 

maintainability 
critical violations of good coding and architectural 

practice that live in the code 

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
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Leadership, Members and Partners 

Over 3,000 individual members from large SW-intensive 

organizations: 

Co-founders: 

Sponsors: 

Dr. Bill Curtis 

Executive Director 

Joe Jarzombek 

Governing Board Member 

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
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Code Quality Standards 

Standards available for free download at: 

• www.omg.org/spec 

• www.it-cisq.org/standards  

Security Measures 74 CWEs in source code representing the most exploited security 

weaknesses in software including the CWE/Sans Institute Top 25 Most 

Dangerous Security Errors and OWASP Top 10 

Reliability Measures 74 CWEs in source code impacting the availability, fault tolerance, 

and recoverability of software 

Performance Efficiency Measures 18 CWEs in source code impacting response time and utilization of 

processor, memory, and other resources 

Maintainability Measures 29 CWEs in source code impacting the comprehensibility, 

changeability, testability, and scalability of software 

Use standards as requirements for 

delivering quality software free from 

critical vulnerabilities in code and 

architecture. 

Data Protection Measures 89 CWEs in source code impacting data leakage or data corruption             

(potential vectors that could enable unauthorized reading or modification of data)  

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.omg.org/spec
http://www.it-cisq.org/standards
http://www.it-cisq.org/standards
http://www.it-cisq.org/standards
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Conforms to / Supplements ISO 25000 Series 

• ISO 25000 series replaces ISO/IEC 9126 (Parts 1-4) 

• ISO 25010 defines quality characteristics and sub-characteristics 

• CISQ conforms to ISO 25010 quality characteristic definitions 

• ISO 25023 defines measures, but not at the source code level 

• CISQ supplements ISO 25023 with source code level measures 

Software Product Quality 

Functional 

Suitability 
Reliability 

Performance 

Efficiency 
Operability Security 

Compatibilit

y 

Maintain-

ability 
Portability 

Functional 

appropriateness 

Accuracy 

Compliance 

Maturity 

Availability 
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Confidentiality 

Integrity 

Non-repudiation 

Accountability 

Authenticity 

Compliance 
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Modularity 
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Modification 
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http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
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New Data Protection and Privacy Measure 

• Supports enterprise and supply chain needs in protecting data, 

confidential information, IP, and privacy  

 

• Contains CWEs associated with enabling data leakage – those 

that have CWSS technical impacts that enable unauthorized 

access to read/modify data 

 

• Submitted in November 2020 to become OMG standard 

 

 

 

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
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Sampling of Data Protection CWEs 

• CWE-119 Improper Restriction 

of Operations within the 

Bounds of a Memory Buffer 

• CWE-424 Improper Protection 

of Alternate Path 

• CWE-595 Comparison of 

Object References Instead of 

Object Contents  

• CWE- 597 Use of Wrong 

Operators in String Comparison 
 

Download full list of CWEs in the chat box 

There are also architecture-level issues, not in code-level specification, but listed in informative table 

• CWE-667 Improper Locking 

• CWE-764 Multiple Locks of a 

Critical Resource 

• CWE-820 Missing Synchronization 

• CWE-131 Incorrect Calculation of 

Buffer Size 

• CWE-134 Use of Externally 

Controlled Format String 

• CWE-704 Incorrect Type 

Conversion or Cast 
 

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
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Poll #1 

Do you use these special pubs / standards? 

 

__ NIST SP 800-171 Rev 2 

__ NIST SP 800-53 

__ ISO/IEC 27001 

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/


© 2020 Consortium for Information & Software Quality (CISQ) www.it-cisq.org           9 

Data Protection and Privacy Regulations 

•

•

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
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http://www.it-cisq.org/
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http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
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Poll #2 

Mark all applicable data protection and 

privacy regulations for which your 

organization might be interested in 

demonstrating conformance: 

__CMMC,  

__HIPAA,  

__CCPA,  

__GDPR, 

__ other 

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
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As follow-on effort, CISQ seeks to get this aligned with ISO/IEC 25000 

series (25010 software product quality characteristics) to specify Data 

Protection as a sub-characteristic of Security. 

Conforms to / Supplements ISO 25000 Series 

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
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Join CISQ, use the standards, contact us to learn more! 

Dr. Bill Curtis 

Executive Director 
bill.curtis@it-cisq.org  

Tracie Berardi 

Program Director 
tracie@omg.org  

www.it-cisq.org Send feedback on the Data Privacy and 

Protection Measure to info@it-cisq.org  

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
mailto:bill.curtis@it-cisq.org
mailto:bill.curtis@it-cisq.org
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mailto:info@it-cisq.org

