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CISE The Era of 9-Digit Glitches
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Cyber Crime Costs Projected To
Reach $2 Trillion by 2019 The Cost Of Poor

b d— Quality Software
' 4 oo W in the US:
A 201"  corf

» In summary, the cost of poor- 4.
quality software in the US in
2018 is approximately $2.84 <‘
trillion

'Crime wave' is an understatement when you consider the costs that

businesses are suffering as a result of cyber crime. 'Epidemic' is more like



http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/

CISE Responsibility Has Shifted Above IT / Engineering

Consortium for IT Software Quality

9-Digit Glitches now affect accountable for

Knight Capital Says Trading Glitch Cost It $440 Million

By NATHANIEL POPPER .5

Board of Directors Governance

CEO, COO, CFO Risk management

LIREUTERS us Nem = Secon

& Industries

London Stock Exchange crippled by Business VPs Business Continu |ty

system outage

& London . :- Corporate Auditors Brand protection
AUJ STOCKEXCHANOE  °’]

Missed Alarms and 40 Million Stolen Credit ClO Product liabil 13Y%
Card Numbers: How Target Blew It
Michael Riley, Ben Eign, Dune Lawrence, and Carol Matiack | March 13, 2014

0000 o

Umted Alrllnes has another
large computer outage

Evaluate System Risk
with CISQ Measures
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CISQ whatis cisQ ?

sortium for IT Software Quality

—————_ (CarnegieMellon

— Software Engineering Institute

‘ Co-founders

OBJECT MANAGEMENT GROUP®

OMG CISQ is chartered to specify measures

. of software size and quality that can
IS rt)eCIa: be automated from source code, and
NLETES promote them through OMG and other

Group international standards organizations
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CISO CISQ/OMG Standards Process

Consortium for IT Software Quality
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CISE Deploying CISQ Measures

Consortium for IT Software Quality

CISQ OMG ISO
measures standards standards

IT Policy IT Policy

System Third party

Regulations " Benchmarks
acquisition Contracts
Sec. & Exch. Com. US State Dept.
State of Texas Gen. Serv. Admin.
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CISQ current Focus Is on Developers, Not Enterprises

Consortium for IT Software Quality

Manifesto for Agile Software Development

We are uncovering better ways of developing
software by doing 1t and helping others do at.
Through this work we have come to value:

Individuals and mteractions over processes and tools
WUI'kiﬂg software over comprehensive documentation
Customer collaboration over contract negotiation
Responding to change over following a plan

That 12, while there 12 value i the items on
the right. we value the items on the left more.

© 2018 Consortium for IT Software Quality (CISQ) www.it-cisg.org

The Rugged Manifesto

I am rugged and, more importantly, my code is rugged.
| recognize that software has become a foundation of our modern world.
| recognize the awesome responsibility that comes with this foundational role.
| recognize that my code will be used in ways | cannot anticipate, in ways it was not
designed, and for longer than it was ever intended.
| recognize that my code will be attacked by talented and persistent adversaries who
threaten our physical, economic and national security.

| recognize these things — and | choose to be rugged.

| am rugged because | refuse to be a source of vulnerability or weakness.
I am rugged because | assure my code will support its mission.
| am rugged because my code can face these challenges and persist in spite of them.
| am rugged, not because it iIs easy, but because it is necessary and | am up for the
challenge.
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CI%D Modern Apps Are a Technology Stack
©

Code style & layout
+ Expression complexity

+ Code documentation

+ Class or program design
+ Basic coding standards
* Developer level

r@ Technology Level

Single language/technology layer
» Intra-technology architecture
* Intra-layer dependencies
* Inter-program invocation
» Security vulnerabilities
 Development team level

System Level

Multlple languages Function points
* Architectural Integration quality
compliance Data access control
Risk propagation SDK versioning
Application security = Calibration across
Resiliency checks technologies
Transaction integrity® IT organization level

%) 2018 Consortium for IT Software Quality (CISQ) www.it-cisq.org 8

Multi-language, multi-layer Architecture
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C|SD Need for a New Manifesto

Consortium for IT Software Quality

focused on individuals (and teams), not organizations

Existing manifestos under-emphasized quality and operational risk

Executives own the risk, were more about coding than software engineering
But are not tech experts

Executives need guidance failed to represent management’s responsibilities
on how to reduce risk and

policies to apply in IT/Eng

did not create dialogue among responsible parties

© 2018 Consortium for IT Software Quality (CISQ) www.it-cisg.org 9
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CISE Trustworthy Systems Manifesto

Consortium for IT Software Quality

1. Engineering discipline in product and process
2. Quality assurance to risk tolerance thresholds
3. Traceable properties of system components
4. Proactive defense of the system and its data

5. Resilient and safe operations

© 2018 Consortium for IT Software Quality (CISQ) www.it-cisqg.org 10
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CISQ 1— Engineering Discipline in Process and Product

Consortium for IT Software Quality

TRUSTWORTHY SYSTEMS 1 — The principles and practices of software engineering must
MANIFESTO predominate other considerations in developing software-
intensive systems

2 — Trustworthy systems do not emerge from haphazard
development and deployment processes

3 — The shorter the time, the greater the need for process
discipline

4 — Developers and operators must be supplemented by
automated technologies that can reduce complexity and
improve their visibility into systems and operations

5 — Organizations must ensure that developers have the

knowledge and skills needed to build and deploy
trustworthy systems.

11
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CISQ 2 Quality Assurance to Risk Tolerance Thresholds

Consortium for IT Software Quality

TRUSTWORTHY SYSTEMS 1 — Executives must determine the risk that can be tolerated
MANIFESTO from each business or mission critical system

2 — Quality assurance must ensure the system operates within
risk tolerance thresholds

3 — Executives must establish policy that critical systems have
evidence they can perform within risk thresholds before
being released to operations

4 — Executives must enforce that time be devoted to
remediating high priority defects

12
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CISQ

Consortium for IT Software Quality

3 — Traceable Properties of System Components

TRUSTWORTHY SYSTEMS 1 — Developing modern software-intensive systems requires
MANIFESTO managing a supply chain of component sources

2 — Evidence of provenance and trustworthiness should be
carried forward with components and shared across the
supply chain

13
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CISQ 4 _Proactive Defense of the System and Its Data

Consortium for IT Software Quality

TRUSTWORTHY SYSTEMS
MANIFESTO

1 — Protection of the system and its data from malicious actors
requires several layers of defense

2 — System behavior should be continuously monitored to
detect suspicious actions and data movements

3 — Track and patch known vulnerabilities

4 — Security practices must also cover the behavior of authorized
system users to ensure system defenses are not
circumvented

14
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CISQ 5__Resilient and Safe Operations

Consortium for IT Software Quality

TRUSTWORTHY SYSTEMS 1 —To sustain the business or mission, systems must be able to

MANIFESTO continue operations in the face of unexpected events, or if
interrupted, recover their operations efficiently

2 — Failsafe properties of software-intensive systems should be
designed in and verified

15
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CISQ NIST, IS0, & IIC Structure of Trustworthiness

or IT Software Quality

Trustworthy Systems Manifesto
NIST, ISO, IIC

. Safety 1 — Eng. discipline in process & product
Trustworthiness H //

I Reliability 2 — QA to risk tolerance thresholds

Security é!# 3 — Traceable properties of components
\

I ; '\

4 — Proactive defense of system & data

~= esilience
ISO/IEC JTC1 SC41 I \‘ \

Privacy

5 — Resilient & safe operations
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CISQ

Consortium for IT Software Quality

Charter of Trust

https://www.siemens.com/content/dam/webassetpool/mam/tag-siemens-com/smdb/corporate-core/topic-areas/digitalization/cybersecurity/shi-13378-cot-dok-narrative-online-2018-02-13-sbi-en.pdf

Charter of Trust

For a secure digital world

A

KN/

\
AV
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Charter
of Trust

N\

secure digital world

The digital werld is changing everything. Artificial and hig data
analytics are revolutionizing aur declsion-making; billions of devices are being
connected by the Internet of Things and interacting on an entirely new level
and scale.

As much as these advances are improving aur lives and econamies, the risk

of axposurs to malicious cybar-attacks is also growing dramatically. Fallure
to protect the systems that cantral sur hames, haspitals, factaries, grids, and
wirtually all of awr Infrastricture could have devastating conse uences.
Dsmocratic and aconcmic valuss nead to bs protscted from cyber and
hybrid threats.

Cybersecurity is and has to b mors than a seathslt or an airbag hars; it's
a factor that’s crucial to the success of the digital sconamy. Pecple and
crganizations need to trust that their digital technologies are safe and secure;
ctherwise they wan't embrace the digital transform ation_ Digitalization and
cybsrsacurity must avolve hand in hand

In order to keep pace with continuows advances In the market as well as threats
fram the ciminal warld, companies and gavarnments must jain forces and
taks decisive action. This means making avery s ffort to protect the data
and assets of individuals and businesses; prevent damags from peopls,
businesses, and infrastructures; and build a reliable basis for trustina
connsctsd and digital warld

Hedging the all-encampassing impact of digitalization and cybersecurity and
creating a halistic basis of trust can't be achieved by a single company ar entity;
It must be the result of daze collabarations an all levels. In this charter, the
signing partners outling the key principhes wa consider aszential for
extablishing a new chartar of trust between socisty, politics. business
partnerz, and customers.

@ aes AtsS = SIEMENS

AIRBUS  DAIMLER mse _SBS_

Allianz (1) enel NXe T--
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Owr principlas

I Orwmership of cyber and IT security | Anchor the re
sponsitdlity for cybersecurity at the highest governmental
and business levels by designating specific ministries and
CI50s. Establish clear measures and targets as well as

the right mindset thraughout organizations — *Itis every
one's task.”

I Responsibility throughowt the digital supply chain |
Com panies - and If necessary — governmenis must estab
lishi risk-based rules that ensure adeguate protection across
all 10T layers with clearly defined and mandatary require
ments. Ensure confidentiality, authenticity, integrity, and
availability by setting baseline standards, such as

- ldantity and access management: Connected devices
miust have secure identities and safeguarding measures

that anly allow authorized users and desices to use them.

- Emoryption: Connected dewioes must ensure confiden
tiality for data storage and transmission purposes
wherever appropriabe.

- Continuows protection: Companies must offer updates,
upgraces, and patches throughout a reasonabde lifecycle
far their prodwects, systems, and serdoes via a secure
update mechanism

3 Socuwrity by defanlt | Adopt the highest appropriate
lewel of secwrity and data protection and ensure that it s
preconfigured inta the design of praducts, functionalities,
pracesses, technologies, operations, architectures, and
business madels.

4 Usor-contricity | Serve as a trusted partner throughout
a reasanable lifecycle, providing praducts, systems, and
services as well as guidance based on the customer’s

cybersecurity needs, impacks, and risks.

5 Innovation and co-oreation | Combine domain know
how and deepen a joint understanding between firms and
palicymakers of oybersecurity requirements and nules in
order to continuously iInnaovate and adapt cybersecurity
measures to new threats; drive and encourage |.a. cantrac
tual Public Private Fartnerships

& Edwcation | Inclede dedicated cybersecurity courses in
schival curricula — as degree courses in universities, profes
skonal education, and tralnings — in order to lead the trans
farmnation of skills and |ob prafiles needed for the future

¥ Cortification for critical infrastructura and soloticns |
Companies — and If necessary — governments establish
mandatory independent third-party certifications (based
o future-proaf definitions, where |fe and Nmb ks at dskin
particular) for critical infrastructure as well as oritical 10T
salutions,

B Transparency and response | Farticipate in an indus
trial cybersecurity netwark in crder to share new insights,
infarmatian on incidents et al.; repart incidents beyond
today's practice which is forusing on oritical infrastrecture.

¥ Rogulatory framework | Prom ote multilateral collab
orations in regulation and standardization to seta bevel
playing field matching the global reach of the WTD; inclu
skan of rules for oyberseourity into Free Trade Agreements
| FTAs).

Il Joimt imitiatives | Drive |cint initiatives, including all
relewant stakeholders, in order to bm plemient the above
principles in the varous parts of the digital world with
Ul unidue delay.
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CISQ use the Manifesto to Start Dialogues

Consortium for IT Software Quality

Operations

e —————

Vendor Mgt.

Development
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CISQ Sign t

Consortium for IT Software Quality

CISQ

Consortium for IT Software Quality

Standards Programs a Members Area Events About CISQ

[Trustworthy Systems Manifesto

Jas businesses and govemments automate more of their business and mission processes, the risks to which software-intensive
ystems expose the organization grows cramatically. In an era of 9-digit gitches (incidents with damages over $100,000.000)
enior executives outside IT are held accountable, and some have lost their jobs as a result. Since senior executives are rarely

T experts, they need guidance on how to govem the risks of untrustworthy systems.

TRUSTWORTHY SYSTEMS
0
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FAQs ContactUs

-cisq.org/trustworthy-systems-manifes

) u“%\‘ n“g’\}n\\‘
A
B
0L you‘(,, e
m\“‘ R
bor oot oot o1 o
As a greater portion of mission, business, and safety critical functionali itted to softy

establish the following principles te govern system development and depluymsnl

Engineering discipline in product and process
Quality assurance to risk tolerance thresholds
Traceable properties of system components
Proactive defense of the system and its data
Resilient and safe operations

dn b=

READ THE MANIFESTO  BECOME A SIGNATORY  VIEW SIGNATORIES

Signatories indicate their willingness to develop policies and practices within their organizations to support|
to encourage adoption of these principles in other organizations.

This manifeste is and by the C for IT Software Quality™ (CISQ™), a
managad by the Object Managemen( Gmup@ (ome@) OMG is a member-drivan, nat-for-profit T standar
is chartered to advance the software-intensive systems by producing standards
measurement of size and slrudural qua\lty from soﬂware souu:e code CISQ conducts outreach activitieq
and techniques for imp the systems.

Access Manifesto

- aClsQ:
Member
TRUSTWORTHY SYSTEMS MANIFESTO Telyourcoleagues ra
Sponsor
‘ CISQ Member Page
NAME TITLE COMPANY EMAIL
CISQ Events
Tracie Berardi Program Manager cisa tracie(atjomg.org e
Duncan Sparrel Chief Cyber sFractal Consulting

C I S D Cumudgeu"

Consortium for IT Software Quality

Trustworthy Systems Manifesto

As a greater portion of mission, business, and safety critical functionality is committed to
software-intensive systems, these systems become one of, if not the Iargest source of risk to

enterprises and their Since carp ives are ulti ible for
managing this risk, we establish the following principles to govern system deue\npmant and
deployment:

o Engineering discipline in product and process
e Quality assurance to risk tolerance thresholds
e Traceable properties of system components
o Proactive defense of the system and its data
e Resilient and safe operations

Signatories indicate their willingness to develop policies and practices within their organizations
to implement these principles, and to encourage their adoption in other organizations.

This manifesto is developed and maintained by the Consortium for IT Software Quality™
(CISQ™), a standards consortium managed by the Object Management Group® (OMG®). OMG
is a member-driven, not-for-profit IT standards organization. CISQ, is chartered to advance the
trustworthiness of software-intensive systems by producing standards for automating the
measurement of size and structural quality from software source code. CISQ conducts outreach
activities to spread measures and techniques for improving the trustwerthiness of software-
intensive systems.

Read Manifesto

© 2018 Consortium for IT Software Quality (CISQ) www.it-cisg.org

CISQ

Consortium for IT Software Quality

Review Signatories

CISQ

Consortium for IT Software Quality
Sign the Trustworthy Systems Manifesto

NAME
TITLE
COMPANY
EMAIL

Would you like o exclude your email address from displaying on the
Signatories page?

Yes ONo O

COMMENTS

Sign Manifesto
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CISQ

Consortium for IT Software Quality

CISQ Membership Is Free — www.it-cisg.org

CIS0

Consortium for IT Software Quality

Standards

Programs ers Are

IStandards to Automate Software Measurement

[The Consortium for IT Software Quality™ (CISQ™) is an IT leadership group that develops
nternational standards for automating the measurement of software size and structural
juality from the source code. The standards written by CISQ enable IT and business
eaders to measure the risk IT applications pose to the business, as well as estimate the
kost of ownership. CISQ was co-founded by the Object Management Group® (OMG®) and
ISoftware Engineering Institute (SEI) at Carnegie Mellon University.

M/atch the September 10 webinar: Expecting Secure, High-Quality Software: Mitigating
Risks throughout the Lifecycle with Joe Jarzombek, Synopsys

Misit the [T Modemization Best Practices Repository with resources from the Cyber
Resilience Summit series.

Cl5Q Sponsors

CYBER RESILIENCE SUMMIT 1

The Crossroads of Moder izaiitlli_r_lm

and Cybersecurity =

OCTOBER 16, 2018
ARMY NAVY COUNTRY CLUB, ARLINGTON, VA
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